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Abstract

The exponential development of artificial intelligence (Al) has created a fundamental
disruption to the national legal order, demanding regulatory transformation that is
adaptive to algorithmic autonomy, ethical issues, and the protection of personal data.
This article aims to analyse the legal challenges faced by Indonesia in the Al era through
a literature review using a juridical-normative approach and content analysis. The
research findings indicate that Indonesia faces a specific regulatory vacuum (legal
vacuum) that creates legal uncertainty, particularly regarding liability for discriminatory
or harmful Al decisions resulting from the lack of transparency associated with the
‘black box’ problem. Fragmented inter-institutional authority and the regulatory body’s
lack of technical expertise exacerbate the situation, whilst the implementation of Law
No. 27 of 2022 on Personal Data Protection (PDP Law) faces technical dilemmas
regarding data minimisation, informed consent, and the right to erasure within machine
learning systems. From an ethical perspective, algorithmic bias has the potential to
perpetuate structural discrimination that runs counter to the values of Pancasila, whilst
the absence of an obligation to label synthetic content threatens the integrity of public
information. This article recommends the enactment of a dedicated Al law adopting the
principle of strict liability, strengthening the capacity of the Personal Data Protection
Agency, formulating operational Al ethics grounded in Pancasila, and implementing a
hybrid legal approach combining hard law with soft law. This legal transformation is an
absolute prerequisite for Indonesia to harness the potential of Al for Indonesia Emas
2045 without compromising human rights, social justice, and the nation’s digital
sovereignty.

Keywords: artificial intelligence, legal transformation, regulatory challenges, Al ethics,
personal data protection, Indonesia.

Introduction

The Fourth Industrial Revolution has transformed artificial intelligence (Al) from
the realm of science fiction into a fundamental infrastructure driving the global digital
economy, including in Indonesia. The adoption of Al in Indonesia has seen a significant
surge, positioning the country as a leader in the Southeast Asian region in terms of the
level of smart technology usage, although for the most part it still functions as a
consumer of technology rather than a producer of innovation (Ridhwan, 2025). This
transformation is not only reshaping the business and industrial landscape, but also
overhauling the social, political and legal frameworks that have long formed the
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foundation of state life. The existence of algorithms capable of independent learning
(machine learning) and autonomous decision-making demands a reconstruction of the
legal paradigm previously designed for conventional human interaction.

The Indonesian government has responded to this wave of disruption by
publishing the National Artificial Intelligence Strategy (Stranas KA) 2020-2045, which
sets out five key priority areas: public services, health, bureaucratic reform, education
and research, and food security (Indonesia, 2020) . This strategic document serves as an
initial guide for the integration of Al into national development; however, as it remains
a policy guideline (soft law), it lacks the strong legal binding force to enforce compliance
or impose sanctions for violations. The absence of specific legislation governing the Al
ecosystem creates a legal vacuum that is potentially open to abuse, particularly when
this technology is used in crucial public decision-making that has far-reaching
implications for human rights.

The complexity of legal challenges reaches a peak when Al systems begin to be
used in sensitive areas, such as workforce recruitment, banking credit assessments,
medical diagnosis and predictive law enforcement. In this context, fundamental
questions arise regarding legal accountability: who should be held responsible when
algorithms make decisions that are discriminatory, harmful, or even fatal to human life?
Contemporary cyber law literature indicates that the current product liability regime is
insufficient to address the dynamic and often non-transparent nature of Al’s
autonomy—a phenomenon known as the ‘black box problem’ (Cohen, 2019) . The
inability to trace the decision-making logic of these algorithms poses a serious obstacle
to the enforcement of both restorative and retributive justice in Indonesia.

In addition to accountability issues, the integration of Al also poses systemic risks
to privacy and the protection of personal data, given that the primary fuel for Al
operations is massive amounts of data (big data). Indonesia has, in fact, taken a step
forward by enacting Law No. 27 of 2022 on Personal Data Protection (PDP Law), which
adopts universal principles such as transparency, purpose limitation, and accountability
(Government of the Republic of Indonesia, 2022). However, the implementation of the
PDP Act within the Al ecosystem faces serious technical and legal challenges,
particularly regarding consent mechanisms—which are often not fully understood by
data subjects—as well as difficulties in applying the right to be forgotten to Al models
that have ‘learned’ from such data. This ambiguity creates a legal loophole that can be
exploited by businesses to process data excessively for the purpose of training their Al
models.

From an ethical perspective, the use of Al in Indonesia also faces significant
challenges regarding algorithmic bias, which can reinforce entrenched social
stereotypes, racial discrimination and gender inequality. Global and local case studies
show that non-representative training data often produces biased Al outputs, which are
then legitimised by the perceived objectivity of the machine (Valdivia, 2018) . In
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Indonesia, with its highly complex demographic and cultural diversity, the risk of such
bias is heightened if Al development is dominated by a handful of developers from
homogeneous backgrounds without strict ethical oversight. Without regulatory
intervention mandating ethical audits and data diversity, Al technology risks becoming
a new tool of oppression that marginalises vulnerable groups.

This regulatory gap is exacerbated by the pace of technological innovation,
which far outstrips that of traditional legislation—a phenomenon known as the ‘pacing
problem’in the study of technology law. Whilst legislators require years to draft, debate
and enact a single regulation, Al development cycles run in a matter of months, weeks
(Acemoglu & Restrepo, 2020) . This lag often leaves Indonesian law in a reactive
position, responding only after violations or scandals have occurred, rather than being
proactive enough to prevent risks from the design stage (privacy and ethics by design).
A rigid and static legal approach is clearly no longer relevant for regulating fluid,
adaptive, and constantly evolving technologies such as Al.

At the global level, the European Union has already established the gold
standard for Al regulation through the EU Al Act, which classifies Al risks and imposes
strict bans on certain uses deemed to threaten fundamental rights (Act, 2024) .
Singapore, as Indonesia’s close neighbour, has also released a testing framework and
pragmatic ethical guidelines to encourage innovation whilst mitigating risks (Yuliana &
Anita, 2026) . Indonesia’s current lack of specific Al regulations risks turning the country
into a ‘regulatory haven’ for foreign Al developers seeking to avoid strict ethical
standards, or conversely, could hinder investment due to legal uncertainty.
Harmonisation with international standards is essential to ensure Indonesia does not
fall behind in a global digital economy increasingly fragmented by differing regulatory
standards.

This challenge of legal transformation also touches upon aspects of digital
sovereignty and national security, given Indonesia’s extremely high dependence on
foreign-made Al infrastructure and models. Recent reports indicate that although Al
adoption in Indonesia is very high, its production capacity and ownership of core
technology remain minimal, meaning the country functions more as a consumer market
than a key player( Purbasari et al., 2025) . This dependence creates strategic
vulnerabilities, whereby critical decisions affecting the livelihoods of many people can
be controlled by algorithms whose servers and logic reside within the jurisdiction of
another country. Legal reform must address this challenge to data sovereignty by
mandating data localisation or, at the very least, ensuring secure and auditable cross-
border data transfer mechanisms.

In the academic sphere, the discourse on law and Al in Indonesia remains
fragmented and has yet to produce a comprehensive theoretical synthesis to guide
policymakers. Most of the existing literature tends to focus on technical aspects of
computer science or superficial analyses of the ITE Law and the PDP Law without
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thoroughly examining the philosophical and sociological implications of machine
autonomy (Li et al., 2025) . There is an urgent need for in-depth literature analysis to
map regulatory gaps, identify ethical principles relevant to the values of Pancasila, and
formulate adaptive policy recommendations. This article aims to fill this gap in the
literature by providing an intellectual roadmap for the transformation of Al law in
Indonesia.

The urgency of this research becomes all the more apparent when considering
current socio-political dynamics, in which the use of generative Al has flooded the public
sphere with synthetic content that is difficult to distinguish from reality, raising the risk
of disinformation and the destabilisation of democracy. The phenomenon of deepfakes
and propaganda bots utilised in political contests demonstrates that threats to
information integrity are no longer a conspiracy theory, but a legal reality that urgently
requires regulation (Wardle & Derakhshan, 2017) . Indonesian law must evolve to be able
to identify, track, and take action against the misuse of Al that threatens public order
without infringing upon the freedom of expression guaranteed by the constitution. This
balance between national security and civil rights represents one of the greatest
challenges for legislators in the digital age.

Furthermore, legal transformation in the Al era is not merely about creating new
rules, but also about building institutional capacity and human resources capable of
enforcing them. Supervisory bodies, such as the newly established personal data
protection authority, need to be equipped with robust technical expertise in algorithmic
forensics and system auditing (Adnin et al., 2024) . Without adequate law enforcement
infrastructure, even the most sophisticated regulations will merely be a ‘paper tiger’
lacking the teeth to stand up to the tech giants (big tech). Therefore, discussions on
legal transformation must always be accompanied by strategies to strengthen
institutional capacity and foster pentahelix collaboration between government,
academia, industry, the community, and the media.

Based on the background outlined above, this article aims to conduct a critical
literature review of legal transformation in Indonesia in the face of the artificial
intelligence era, focusing on two main pillars: regulatory challenges and ethical issues,
as well as data protection.

Research Methodology

This study employs a literature review method, utilising a legal-normative
approach and qualitative content analysis to examine legal transformation in the era of
artificial intelligence in Indonesia. Secondary data was collected through a systematic
search of primary sources in the form of legislation (including the ITE Law, the PDP Law,
and the 2020-2045 National Artificial Intelligence Strategy), and secondary sources in
the form of textbooks, national journal articles and international journal articles(
Walliman & Walliman, 2021). Data analysis was conducted using a legal comparison
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method to compare Indonesia’s regulatory framework with other jurisdictions such as
the European Union and Singapore, as well as systematic interpretation to construct
the coherence of existing legal norms with universal Al ethical principles. Data validity
is ensured through source triangulation, whereby findings from one piece of literature
are cross-verified with other independent sources to ensure the objectivity and accuracy
of the analysis, thereby producing a comprehensive theoretical synthesis regarding
regulatory gaps and policy recommendations relevant to the national legal context
(Eliyah & Aslan, 2025) .

Results and Discussion
Regulatory Challenges in the Age of Artificial Intelligence

The most fundamental regulatory challenge facing Indonesia in the era of
artificial intelligence is the absence of specific legislation that comprehensively governs
the Al lifecycle, from research and development through to deployment and post-
implementation audits. To date, the existing legal framework remains fragmented and
scattered across various sectoral regulations, such as Law No. 11 of 2008 in conjunction
with Law No. 19 of 2016 on Electronic Information and Transactions (EIT Law) and the
Circular Letter of the Minister of Communication and Information Technology No. 9 of
2023 on Artificial Intelligence Ethics, which is merely a moral appeal lacking enforceable
sanctions( Sukmaningsih, 2025) . The absence of this primary legal framework (omnibus
law) creates serious legal uncertainty for industry players, investors and the general
public, thereby hindering innovation whilst opening the door to the misuse of
technology that is detrimental to the public.

This regulatory vacuum becomes increasingly critical when it comes to the issue
of legal liability for losses caused by autonomous Al decisions, a phenomenon known as
the accountability gap. In the Indonesian civil law system, Article 1365 of the Civil Code
(KUHPerdata) on Unlawful Acts (PMH) requires the element of fault as the basis for a
claim; however, this requirement becomes extremely difficult to prove when Al
algorithms operate through a black-box mechanism that is non-transparent even to
their own developers (Li et al., 2025) . Recent legal literature emphasises that without a
reformulation of the doctrine of product liability or the adoption of the principle of strict
liability as mandated more explicitly in Article 1367 of the Civil Code, victims of Al errors
will be trapped in a ‘vacuum of liability’ where no party can be held legally accountable
(Ravizki & Yudhantaka, 2022).

The complexity of regulatory challenges is increasing as Al is used in the public
sector for administrative decision-making that directly impacts citizens’ rights, such as
determining recipients of social assistance, assessing staff performance, and predicting
areas prone to crime. Recent studies indicate that the use of Al within Indonesia’s
bureaucracy is frequently carried out without a clear legal basis (ultra vires), without
algorithmic audit mechanisms, and without effective administrative appeal channels for
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citizens who feel aggrieved by machine-made decisions . This runs counter to the
principle of due process of law and the principles of good governance, whereby every
state decision must be traceable in terms of its legal and factual grounds (reasoned
decision)—a standard that is difficult for probabilistic generative Al systems to meet.

From a criminal law perspective, the regulatory vacuum surrounding Al also
creates confusion regarding the legal status of the perpetrator of a criminal offence
when an autonomous system causes serious physical or material harm. Indonesian
criminal law, as set out in the Criminal Code (KUHP), recognises only humans (natural
persons) and corporations (legal persons) as legal subjects; consequently, robots or Al
algorithms cannot be held criminally liable even if they directly cause fatal accidents
(Sulistio & Salsabilla, 2023). This dilemma calls for an update to criminal law doctrine to
accommodate the concept of ‘electronic personhood’ or, at the very least, to extend
vicarious liability to the owners and developers of Al—a discourse that has yet to
receive legislative certainty in Indonesia.

Regulatory challenges also arise in the form of a technical capacity gap between
policymakers (regulators) and the pace of technological innovation (innovators), a
global phenomenon known as the ‘pacing problem’. Legislators and regulators in
Indonesia often lack a deep technical understanding of Al architecture, machine
learning, and their social implications, resulting in regulations that are too general,
impractical, or even hinder innovation (Purbasari et al., 2025) . This skills gap is
exacerbated by the lack of dedicated units focused on regulating emerging
technologies within relevant ministries and agencies, leading to policy responses that
are often reactive and piecemeal, only emerging after scandals or major breaches have
occurred.

The fragmentation of authority across institutions constitutes another structural
barrier that undermines the effectiveness of Al regulation in Indonesia, where
overlapping jurisdictions between the Ministry of Communication and Digital Affairs,
the National Cyber and Cryptography Agency, the Ministry of Law, and various technical
ministries lead to policy inconsistencies. For example, Al security standards for the
healthcare sector issued by the Ministry of Health may differ from those set by the Food
and Drug Supervisory Agency (BPOM) or the National Cyber and Cryptography Agency
(BSSN), thereby confusing industry players who must comply with non-harmonised
regulations (Pradana et al., 2025) . Without a single coordinating body or a centralised
Al Regulatory Sandbox, Indonesia’s regulatory ecosystem will remain fragmented and
unable to provide holistic legal certainty.

From a consumer protection perspective, current regulations are insufficient to
protect users from manipulative practices such as Al-enhanced dark patterns, dynamic
pricing, and the exploitation of behavioural data that infringes upon individual
autonomy. Law No. 8 of 1999 on Consumer Protection , which serves as the primary
legal basis, remains focused on conventional transactions and has not anticipated the
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complexity of human-machine interactions on digital platforms (Respati, 2024) . The
absence of arequirement for labelling synthetic content (Al-generated content labelling)
also makes it difficult for consumers to distinguish between genuine information and
deepfake fabrications, leaving them vulnerable to systematic fraud and disinformation.

The challenge of harmonising with international standards is becoming
increasingly urgent given the borderless nature of Al, whereby systems developed in
other jurisdictions can be accessed and used directly in Indonesia without being subject
to local regulatory filters. The European Union has already enacted the EU Al Act, which
classifies Al based on risk levels and prohibits certain practices deemed to threaten
fundamental rights, whilst Singapore has launched a pragmatic and industry-friendly Al
Governance Framework: (Act, 2024). Indonesia faces a strategic dilemma: adopting strict
EU-style standards risks hindering investment flows and technology transfer, yet
disregarding global standards could potentially turn Indonesia into a regulatory haven
for exploitative Al practices rejected in developed nations.

The issues of data sovereignty and infrastructure localisation are also critical
points in the regulatory challenges, given that the majority of advanced Al models used
in Indonesia are operated by foreign technology companies with servers located
outside the national jurisdiction. This dependency poses risks to national security and
the leakage of citizens’ sensitive data that cannot be accessed by Indonesian law
enforcement, a vulnerability that has become increasingly apparent following the
enactment of the Personal Data Protection Act (PDP Act) but has not yet been
accompanied by adequate implementing regulations regarding cross-border data
transfers for Al training purposes (Ministry of Communication and Digital Affairs, 2025).
Future regulations must strike a balance between the need for the free flow of data to
foster innovation and the principle of digital sovereignty, which ensures state control
over strategic data assets.

In the context of intellectual property rights (IPR), regulatory uncertainty
regarding the ownership status of works generated by generative Al has led to
protracted legal disputes between developers, users and the original copyright holders
whose works were used to train the models. Indonesian Copyright Law No. 28 of 2014
still requires the element of ‘original creation’ by ‘one or more persons’ as the creator,
thereby excluding non-human machines from the status of creator and leaving Al-
generated works in an ambiguous legal status (Spinello, 2007). This ambiguity not only
hinders the commercialisation of Al-based works but also triggers a wave of mass
copyright infringements when Al models are trained using datasets that lack clear
licensing from rights holders.

Regulatory challenges also extend to labour and social protection, where Al-
driven automation has the potential to replace millions of routine jobs without
adequate social safety nets and reskilling programmes. Indonesian labour law (Law No.
13 of 2003) and the Law on the National Economic Recovery and Resilience No. 6 of
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2023) do not yet specifically address the rights of workers affected by Al disruption,
companies’ obligations to ensure a just transition, or a robot tax as a mechanism for
redistributing wealth generated by automation (Plan, 2016) . Failure to regulate these
social dimensions could widen economic disparities and trigger social instability, which
would ultimately place a burden on the state.

Finally, regulatory challenges are exacerbated by low levels of digital legal
literacy among law enforcement officers, judges and prosecutors, who are often
technologically illiterate when dealing with complex cases involving algorithmic and
digital forensic evidence. The Indonesian judicial system requires specific protocols and
intensive training to handle Al disputes, including the establishment of specialised
courts or panels of expert judges who understand the technical aspects of coding, data
science, and algorithmic ethics (Alfianto et al., 2024) . Without this institutional capacity-
building, even the most sophisticated regulations will be difficult to enforce effectively
in court, thereby remaining merely a norm on paper without any real deterrent effect.

In summary, the regulatory challenges facing Al in Indonesia are not merely a
matter of missing provisions or legislation, but rather a structural crisis involving a skills
gap, institutional fragmentation, and a legal paradigm that lags behind in addressing
machine autonomy. The necessary legal transformation demands a holistic approach
that combines the certainty of hard law with the flexibility of soft law, as well as close
collaboration between policymakers, academics, industry, and civil society. Without
radical and adaptive regulatory reform, Indonesia risks falling behind in the global digital
economy whilst failing to protect its citizens’ fundamental rights from the potential
existential dangers of artificial intelligence technology.

Ethics and Data Protection in the Legal Transformation of Al

Legal transformation in the era of artificial intelligence cannot be separated from
the ethical dimension, which serves as the moral foundation for the legitimacy of this
technology within Indonesia’s social order. The key ethical principles that must be
adopted within the national Al ecosystem include transparency, fairness, accountability,
privacy, and human agency, as formulated in the Artificial Intelligence Ethics Guidelines
version 1.00 by KORIKA (Firdaus et al., 2026) . However, the implementation of these
noble principles in practice faces serious challenges due to a clash with the commercial
logic of the technology industry, which often prioritises efficiency and speed of product
launch over ethical considerations, thereby creating a wide gap between ideal norms
and operational reality.

The most critical ethical issue that has emerged is algorithmic bias, which has the
potential to perpetuate and even amplify structural discrimination against vulnerable
groups on the basis of race, gender, religion and socio-economic status. Al systems learn
from historical data that often contains human biases; consequently, when this training
data is unrepresentative or biased, the algorithm’s output will reproduce such injustices
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on a far more massive scale and at a much faster pace (Zeng, 2020) . In diverse
Indonesia, instances of this bias can be seen, for example, in banking credit scoring
systems that systematically reject loan applications from certain regions, or in
recruitment algorithms that discriminate against female applicants due to historical
data showing male dominance in technical sectors—a reality that contradicts the
principle of social justice enshrined in Pancasila.

These ethical challenges are exacerbated by the ‘black box’ problem—or the lack
of transparency in the decision-making processes of complex Al systems such as deep
learning—which hinders external audits and public understanding of how decisions that
impact their lives are generated. The concept of Explainable Al (XAl), which requires that
every algorithmic decision be explained in simple human language, has not yet become
a mandatory standard in Al development in Indonesia, thereby violating citizens’
fundamental right to know the reasons behind administrative or commercial decisions
that adversely affect them (Zeng, 2020). Without this transparency, the principle of
accountability becomes hollow, as there is no party that can be held morally or legally
accountable for system errors.

In the field of personal data protection, the implementation of Law No. 27 of 2022
on Personal Data Protection (PDP Law) within the Al ecosystem faces complex technical
dilemmas, particularly regarding the principle of data minimisation, which requires data
to be collected only to the extent necessary for specific purposes. The characteristics of
modern Al, particularly machine learning and generative Al, actually require massive
datasets (big data) that often exceed the initial requirements, thereby creating a
tension between the technical needs of model training and legal compliance. Recent
empirical studies indicate that only 20% of technology start-ups in Indonesia fully adhere
to the principle of transparency in data collection for Al, whilst 65% of them do not
implement adequate data encryption—a concerning finding amidst the prevalence of
data breaches (Rebong et al., 2025) .

The mechanism of informed consent, which forms a cornerstone of the Personal
Data Protection Act, has also seen its meaning eroded in the context of Al, where users
are often faced with lengthy, complex and non-negotiable privacy policies (take it or
leave it). In many cases, users are unaware that their data is not only processed for
immediate services, but is also stored, analysed, and used to train Al models that may
be utilised for other commercial purposes in the future—a practice that violates the
spirit of individual autonomy (Cohen, 2019) . Worse still, the data subject’s right to have
their data erased (the ‘right to be forgotten’) becomes almost impossible to implement
in Al models that have ‘learned’ patterns from that data, as removing data from the
training dataset does not automatically erase the ‘memory’ that has been formed within
the algorithm’s weights.

Threats to privacy are becoming increasingly apparent with the emergence of
invasive technologies such as facial recognition, biometric tracking and emotion
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analysis, which are being increasingly adopted by the public and private sectors in
Indonesia without a strong legal basis orindependent oversight. The Indonesia Al Report
2025 reveals that 76% of millennials and 73% of Generation Z are concerned that Al could
be used to impersonate them via deepfake technology, whilst 65% of respondents are
highly protective of their personal data due to fears of misuse (Yu & Zhao, 2019) . These
fears are well-founded given the prevalence of deepfake-based fraud and the
dissemination of non-consensual synthetic content that violates the privacy and dignity
of victims; however, law enforcement remains weak due to limitations in digital
evidence and investigative capacity.

From a normative ethical perspective, the integration of Pancasila values into Al
regulations is essential to ensure that technological transformation does not erode the
nation’s identity or a just and civilised humanity. The second principle of Pancasila, “Just
and Civilised Humanity”, demands that Al be developed as a tool to honour humanity,
not to degrade its autonomy and dignity through behavioural manipulation or data
exploitation( Ma’unah et al., 2025) . However, a review of the literature indicates that
Al regulation in Indonesia remains partial and has not yet comprehensively addressed
ethical dimensions; consequently, there is a need to formulate an operational, Pancasila-
based Al ethics framework that can be tested through algorithmic audits, rather than
merely serving as empty rhetoric in strategic documents.

Data protection challenges also include increasingly sophisticated cyber security
risks arising from the adoption of Al, where attackers can use adversarial machine
learning techniques to manipulate data inputs in order to deceive Al systems and steal
sensitive information. These Al-based cyberattacks have the potential to cripple critical
infrastructure such as banking systems, electricity grids, and healthcare services if not
countered with robust security protocols and state-of-the-art encryption standards
(Huang et al., 2011). The Personal Data Protection Act (PDP Act) has indeed mandated
the obligation of data controllers to secure personal data; however, there are currently
no specific technical guidelines regulating Al security standards against adversarial
attacks, thereby leaving a vulnerability gap that can be exploited by malicious actors.

Another pressing ethical issue is the use of generative Al to create synthetic
content that blurs the line between fact and fiction, triggering an epistemic crisis and
eroding public trust in digital information. Deepfake technology, capable of producing
highly realistic video, audio and text, has been misused for political smear campaigns,
financial fraud and virtual sexual harassment; however, Indonesian regulations do not
yet include a mandatory labelling mechanism for Al-generated content that could help
the public distinguish between what is genuine and what is fabricated (Wardle &
Derakhshan, 2017). The absence of such standards infringes upon the public’s right to
accurate information and opens the door to the manipulation of public opinion, which
threatens the stability of democracy.
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In the context of distributive justice, the legal transformation of Al must also
address concerns regarding the widening digital divide, where the economic benefits of
Al are enjoyed only by a handful of giant technology companies (big tech), whilst the
social costs—such as job losses and the erosion of privacy—are borne by the wider
public. The principle of justice in Al ethics demands mechanisms for the redistribution
of wealth generated by automation, such as the proposed robot tax or a transitional
social security fund, which have so far received little serious attention in national policy
discourse (Plan, 2016) . Without pro-equity regulatory intervention, Al has the potential
to become a machine of inequality that widens the gap between technology capital
owners and the marginalised working class.

The role of independent supervisory bodies, particularly the newly established
Personal Data Protection Agency (PDPA), is key to upholding data ethics and protection
in the Al era; however, these bodies still face significant challenges in terms of technical
capacity, budget and enforcement powers. The Personal Data Protection Act grants the
PDPB a broad mandate to develop standards, conduct audits, and impose
administrative sanctions; however, its effectiveness will depend heavily on the
availability of human resources with expertise in algorithmic forensics and the dynamics
of the Al industry( Persadha, 2026) . Without significant institutional strengthening, the
PDPB risks becoming a mere ‘toothless tiger’, unable to stand up to the economic and
political power of global technology companies.

The importance of digital ethics literacy and public awareness cannot be
overlooked in this legal transformation, as even the strongest regulations will fail
without the public’s active participation in monitoring and demanding accountability
regarding the use of Al. National education programmes need to be expanded to
include a basic understanding of how Al works, privacy risks, and citizens’ digital rights,
so that users are not merely passive objects of data exploitation but active agents
capable of protecting themselves and demanding justice (Tumanggor & Sazali, 2025).
Pentahelix collaboration between government, academia, industry, the community,
and the media is an absolute prerequisite for building an ethical and sovereign Al
ecosystem.

In summary, the ethical and data protection challenges in the legal
transformation of Al in Indonesia are not merely technical regulatory issues, but a
fundamental test of the nation’s commitment to human rights, social justice and human
dignity in the digital age. The necessary transformation demands a paradigm shift from
a technology-driven approach that pursues only economic efficiency towards human-
centric Al governance that places human well-being and the values of Pancasila at the
centre of policy. Only with a strong ethical foundation and robust data protection can
Indonesia harness the transformative potential of Al without sacrificing its humanity.

Conclusion
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Legal transformation in the era of artificial intelligence in Indonesia faces
profound structural challenges, characterised by a lack of specific regulations (a legal
vacuum), fragmentation of authority across institutions, and a legal paradigm that lags
behind in responding to algorithmic autonomy. This literature review reveals that the
current legal framework, including the ITE Law and the PDP Law, is insufficient to
address the complexity of legal liability for discriminatory or fatal Al decisions,
particularly due to the ‘black box’ problem which makes it difficult to prove the elements
of fault. Without the enactment of specific Al legislation adopting the principle of strict
liability and mandatory algorithmic audit mechanisms, Indonesia risks facing a serious
accountability deficit where victims of technological errors have no effective legal
recourse to obtain justice.

Ethical and data protection considerations heighten the urgency of this
transformation, where the principles of transparency, fairness and privacy are often
eroded by the commercial logic of the technology industry and the limitations of law
enforcement capacity. The implementation of the Personal Data Protection Act faces
complex technical dilemmas regarding data minimisation, meaningful consent
mechanisms, and the right to erasure within machine learning systems, whilst
algorithmic bias risks perpetuating structural discrimination that runs counter to the
social justice values of Pancasila. Strengthening the institutional framework of the
Personal Data Protection Agency (Badan PDP) and formulating operational Al ethics
grounded in Pancasila are absolute prerequisites to ensure that the use of this
technology remains humane, sovereign, and just, rather than becoming an instrument
of data exploitation and new forms of oppression.

In summary, Indonesia requires a hybrid legal approach that combines the
certainty of hard law with the flexibility of soft law, as well as close pentahelix
collaboration between the government, academia, industry, the community and the
media. This legal transformation is not merely a technical matter of legislation, but a
civilisational project that will determine whether Indonesia is capable of harnessing the
transformative potential of Al for Indonesia Emas 2045 without sacrificing humanrights,
human dignity, and the nation’s identity. Urgent strategic recommendations include
accelerating the deliberation of the Al Bill, harmonising standards with global
frameworks such as the EU Al Act, massive investment in digital legal literacy for law
enforcement, and the establishment of a national regulatory sandbox to test
innovations within a controlled and ethical environment.
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